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Abstract:

The study aimed to identify the Arab and African efforts related to
confronting cybercrime, especially in light of the difficulty faced by
investigation procedures in this type of crime represented in concealing the
crime and the ease and speed of erasing or destroying evidence and
features of the crime and the extremely large amount of data to be examined
on the network, and to achieve the objectives of the study The researcher
relied on the descriptive research method, by analyzing the texts of the
conventions on cybercrime and judicial rulings, if any, and the study reached
a set of results, most notably: that the Arab countries have intensified their

efforts to reduce cybercrime due to the dangers that these crimes entail.
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Exorbitant losses are inflicted on institutions and individuals, as it aims to
attack data with its broad technical implications (data, information, and
programs of all kinds). The countries of the world, regardless of their
distance and proximity when they were committed, and the necessity of
qualifying and developing the judicial police officers on the technical and
modern methods used in these crimes, and training them on the measures
that must be taken in this field, in order to expedite the detection and
tracking of the crime, in order not to lose the evidence. More advanced

technology.

Keywords: cybercrime, information technology crimes, information

technology, information technology, cyber security, judicial police.
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(1) For more information, see: CCDCOE — The Nato Cooperative Cyber Defence
Center Of Excellence, African United, Published Online At:
https://ccdcoe.org/organisations/au/, Last visit In: 05/03/2020.
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Security and Personal Data Protection, Published Online At:

https://au.int/en/treaties/african—union—-convention—cyber—security—and—personal—

data—protection, Last visit In: 05/03/2020
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(1) For more information, see: Alisdair A. Gillespie, Cybercrime: Key Issues and
Debates, Routledge, New York, USA, 2016, P.262.
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1- Alisdair A. Gillespie, Cybercrime: Key Issues and Debates, Routledge,
New York, USA, 2016.
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